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Procedure/Guidance 
Issued/Reviewed: August 2018 

 

COMPUTER, INTERNET, EMAILS, SOCIAL MEDIA AND GROUP 
MESSAGING 
 

GENERAL COMPUTER USAGE     
 
We regard our computer systems and related software as vital to the efficient progress 
of business. Please do not use or interfere with computer systems and programs 
unless you are authorised to do so. 
 
We expect employees who are authorised to use our computer facilities to do so 
sensibly and responsibly, and for business purposes only. We believe that any 
reasonable person will be aware of what is acceptable and what is not acceptable in 
relation to computer usage. If you are in any doubt, you should seek clarification from 
a senior colleague. 
 
Unauthorised computer usage, or the transmission, circulation or receipt (searching 
or downloading software) of any offensive or inappropriate material or websites or 
any abuse of our computer and internet policy, may be considered as potentially 
gross misconduct, and as such can result in summary dismissal. 
 
 
EMAIL POLICY 
 
Email facilities are business resources and are intended to be used for business 
purposes only. Usage may therefore be monitored. Email correspondence is not 
guaranteed to be private.  
 
It is the responsibility of the originator of a message to ensure that the recipient(s) 
can open and read any attachments. Where doubt exists, paper copies of documents 
should be sent. 
 
Using email for the receipt or distribution of jokes and banter is forbidden. Email is one of 
the least secure methods of communication; what may seem a joke to you may be 
offensive to someone else. 
 
The sending of, or responding to, junk email is forbidden. 
 
Legislation (in various forms) restricts the way in which information can be 
communicated. Users who violate any legislation or any of the guidelines outlined in 
this policy may be subject to disciplinary action in accordance with our disciplinary 
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procedures. We also retain the right to report any illegal violations to the appropriate 
authorities. 
 
Users must not: 
 

• Solicit emails that are unrelated to business activities; 
 

• Solicit business for personal gain or profit; 
  

• Use emails for any illegal purpose;  
 

• Represent personal opinions as being those of your employer or 
the business; 

 

• Make or transmit indecent or offensive remarks, proposals, or 
materials; 

 

• Open any file attachments without adhering to virus protection 
measures that have been implemented; 

 

• Send emails in another person's user name, unless explicit 
authorisation has been obtained in advance.   

 
 
NO RIGHT TO PRIVACY 
 
You have no right to privacy with respect to emails sent or received on our 
computers. Any email processed on our computers may be subject to scrutiny by 
management, at any time and at their discretion, for any one or more of the following 
reasons: 
 
➢ to establish the existence of facts; 
➢ to ensure compliance with regulations; 
➢ in the interests of security; 
➢ to prevent or detect crime; 
➢ to investigate or detect unauthorised use of our system facilities or resources; 
➢ to secure effective system operations; 
➢ to determine whether received communications are business or personal. 

 
 
USING SOCIAL NETWORKING SITES 
 
The use of online social networking sites (such as Facebook, Twitter, MySpace, etc.) 
is a significant part of everyday life for many people. Social networking sites provide 
a very positive way to keep in touch with friends and colleagues, and can be used to 
exchange ideas and thoughts on common interests, both personal and work-related. 
 
However, on the down side there may be occasions when these services can be 
used in a detrimental way that could have an adverse effect on any or all of 
Woodlands, or its employees, service users, visitors, or associates. It is therefore 
important that formal guidance is provided as to what is acceptable and what is not.  
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If an employee’s personal communications via social networking sites do not make 
any reference to Woodlands, and as a result neither Woodlands nor those involved 
with Woodlands can be identified, then it is unlikely that the exchange of social 
dialogue will be of any concern to us. 
 
If your employment or any aspect of your working time or working experiences is 
referred to, then you should ensure that your communications do not compromise 
your position as an employee.  
 
An individual is free to talk about Woodlands. However, if your social networking 
dialogue consists of any remarks regarding Woodlands, your place of work, 
Woodlands’ service user or visitors, or your colleagues, then it is possible that such 
comments could be viewed as conduct likely to bring the name or reputation of 
Woodlands into disrepute.  This in turn could be considered as potential gross 
misconduct, leading to the possible dismissal of the perpetrator or contributor. 
  
 
CONFIDENTIAL INFORMATION 
 
Unless required to do so by law, an employee should never disclose confidential 
information relating to any aspect of his or her employment with Woodlands. 
 
 
CYBER BULLYING 
 
Sites should never be used to transmit abuse or detrimental comments (commonly 
known as cyber bullying) regarding fellow staff, visitors, or indeed any person in any 
way connected with your work. 
 
The privacy and feelings of others should be respected at all times. Employees 
should obtain permission from individuals before posting contact details, links, or 
pictures. Photographs, images or pictures of children under our care must 
never be taken or posted. Care should be taken to avoid the use of language which 
could be deemed as offensive by others.  
 
GROUP MESSAGING (WHATSAPP AND ANY OTHER APPLICATIONS) 
 
Inclusion of the WhatsApp group is not mandatory, you can choose to leave and re-
join at any point. 
 
Managers will be group administrators. 
 
Staff can turn off notifications for WhatsApp when they are not at work so they are 
not interrupted. 
 
The purpose of the group is to share important announcements and information that 
is relevant to all members. Information such as team meeting, training and shift 
cover. 
 
Before messaging consideration should be given as to whether all members need to 
be messaged or if you should message individuals. You should also take into 
account the time of day, can messages be left until the next working day? 
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Group messaging should in no way replace other forms of information sharing and 
communication such as handovers, communication books and team meetings.  
 
Messaging should never be used to transmit abuse or detrimental comments 
(commonly known as cyber bullying) regarding fellow staff, visitors, or indeed any 
person in any way connected with your work. 
 
The privacy and feelings of others should be respected at all times. Employees 
should obtain permission from individuals before posting contact details, links or 
pictures. Photographs, images or pictures of children under our care must 
never be taken or posted. Care should be taken to avoid the use of language which 
could be deemed offensive by others. 
 
SOCIAL NETWORKING DURING WORKING TIME 
 
The viewing, contribution, and updating of personal social networking sites should 
not take place during working time, unless it forms part of a work-related project or 
promotion that is being undertaken with permission and authority. 
 
 
SUMMARY 
 

• Any misuse of social networking sites that has (or could have) a negative 
impact on Woodlands will be regarded as a disciplinary offence that could 
ultimately result in dismissal. 

 

• Sites should not be used for accessing, sharing or communicating any 
work-related confidential information. Nor should sites be used for 
accessing, sharing or communicating any illegal content.  

 

• There is no attempt or intention to prohibit or even discourage employees 
from using social networking services and sites. However, all employees 
need to be aware that Woodlands will take seriously any occasions where 
the services are used inappropriately and to the detriment of our business. 

 

• You must not at any time involve yourself in any actions or comments that 
may call into question your integrity or your suitability to work in social care or 
that might be construed as online bullying or harassment. Our policies are 
designed to prevent bullying and harassment in the workplace which extends 
beyond working time, and includes cyber bullying. 

 

• If you believe that you are, or may be, the victim of cyber bullying, do not 
hesitate to report the matter. Your views, wishes, and rights regarding 
such issues will be fully respected at all times. 

 

• You should report any information or communication on any social 
networking site that gives you cause for concern, or appears to portray a 
conflict of interests. 

 

• This Policy should be read in conjunction with other policies and 
procedures that already feature within the Staff Handbook or its 
Appendices (including, but not exclusively, the Code of Practice for Social 
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Workers, Staff Standards of Conduct, Measures to prevent Harassment 
and Bullying; Confidential information; Media Statements; Disciplinary 
Rules and Procedures, Conduct at Work, Conduct outside Work).  

 

• This policy should also be read in conjunction with any other Woodlands 
policies and procedures relating to computers. 


